Guildhall AI Policy

Guildhall Feoffment Charity Registered charity number: 211060

This policy applies to all trustees, other volunteers, employees, contractors, and third-party
representatives working on our behalf. Its requirements should be reflected in other policies
and procedures, agreements and contracts, as necessary.

Purpose

To ensure that our management and use of Al and Al generated content is effective, keeps
our people and charity safe, and minimises the risk of any harm to others.

Al Definition

We define Artificial Intelligence (Al) as the ability of machines or software to perform tasks
that would normally require human intelligence. Al systems can process data, learn from it,
and make decisions or predictions based on that data. Al is a broad field that encompasses
many different types of systems and approaches to machine intelligence, including rule-base
Al, machine learning, neural networks, natural language processing and robotics.

Al Ethics

We have adopted the 5 core principles in the UK Governments non statutory framework for
its regulators, insofar as these are applicable to our charity.

e Safety, Security and Robustness — Al systems should be safe, secure, and resilient
against risks and misuse.

e Appropriate Transparency and Explainability — people should understand how Al
systems work and decisions are made.

e Fairness — Al should treat people and groups fairly, avoiding bias and discrimination.

e Accountability and Governance — clear responsibility for Al decisions and strong
human oversight must be in place.



Contestability and Redress — People should be able to challenge Al decisions and
seek remedies if harmed.

In determining our ethical stance on Al and its use, we will apply the following process.

Charitable objects: assessing ethics in the context of our charity’s object(s) and not
our personal values, to ensure we continue to act in its best interests at all times.
Decide which principles: accountability, safety, security, fairness, transparency,
responsibility, sustainability, rights.

Define why it matters: impact on beneficiaries, reputation, compliance, or values.
Frame the decision: endorse, set limits, adopt a stance.

Making decisions: create an ethics statement and/or make decisions on a
case-by-case decisions.

Governance

We will meet our Al governance obligations by ensuring we are accountable and our use of
Al systems is safe, fair, and aligned with ethical principles and legal/regulatory requirements,
such as the Data Protection Act, Equality Act and the Human Rights Act. A lead trustee or
committee will be given responsibility for leading on oversight of Al

Management of Al

Board Oversight. All key Al decisions and proposals will be subject to scrutiny and
approval by the trustee Board.

o They will be advised on any concerns or breaches in Al use and will review
this policy and our Al performance annually to keep up with evolving Al
technologies and ethical standards.

Policy Implementation. The requirements of our Al policy will be embedded in
other relevant policies and procedures, contracts, agreements and other
documentation, such as job descriptions.

o We will ensure that those in our charity with responsibilities for or
involvement in Al, understand our Al policy, their responsibilities in
delivering this and are accountable for doing so and these are applied
consistently.

Human Oversight. Use of Al by our charity will have appropriate human oversight
with humans being responsible for making final decisions on their output.

o We will maintain oversight by monitoring Al systems’ performance, impact,
and compliance with this policy on an ongoing basis.



e Data. To support this, we will create any necessary guidelines on the collection, use
and storage of data, and also ensure that it is kept safe.

o This will ensure accountability for the decisions made by Al systems, which
may include measures such as auditing, reporting and review processes and
the use of algorithms in decision-making, including the steps we will take to
ensure these are as fair and unbiased as reasonably possible.

e People. We will support our people in adapting to the changes Al will bring by:

o Providing them with appropriate support and skills development and taking
into account their needs, when designing roles and work procedures and.

o Ensuring that ccontestability principle is met. That is, the right of individuals
affected by an Al system to challenge, appeal or seek redress for a decision
made by or with the help of that system. We will ensure this is upheld by
ensuring:

e Human oversight of systems that allows decisions to be reviewed and,
if appropriate, overturned.

e Transparency about how decisions are made and what data was used.

= There is an easily accessible complaints process that is suitable for
vulnerable or excluded groups.

Charity Al Risk Management

We are aware of the Charity Excellence Al Risk guidance and have adopted this, insofar as is
appropriate for our charity. Our Al risk analysis has included any specific groups who may be
at greater risk and other reasonably foreseeable uses of the technology, including accidental
or malicious misuse. We have also assessed the risk from the use of Al by others, such as
deepfakes, scams and cyber threats to our charity, people and beneficiaries. The risks have
been identified and quantified, and the avoidance/mitigation action put in place will ensure

that the level of risk remains within acceptable limits.

Charity Al - Data Protection & Privacy

We have carried out a Data Protection Impact Assessment (DPIA) for Al and made any
necessary changes to our policies and procedures. As part of that, insofar as reasonably
possible, we will:


https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/guide-to-accountability-and-governance/accountability-and-governance/data-protection-impact-assessments/

e Use accurate, fair, and representative data sets to ensure these are inclusive.

e Not include personal data in data sets, or at least pseudo-anonymise or de-identify it.

e Ensure our data consent procedures are always simple and clear and obtain user
consent when using Al systems that process personal data.

e Reflect our use of Al in our privacy statement to ensure users know when their data is
being used by Al, whether Al is making decisions about them and, if so, what these
decisions are.

We are aware of the ICO guidance on Al and data protection and have reflected any
additional requirements in our policies and procedures.

Environmental Considerations

We are aware of the environmental impact of Al due to its energy consumption. We will
seek to make use of technologies that will help to minimise or mitigate this, and take all
reasonable steps to minimise the carbon footprint of our Al use, including selecting energy-
efficient solutions, reducing unnecessary processing, and prioritising providers with clear
environmental policies.

Charity Al Legal Compliance

We will take all reasonable steps to identify copyrighted material. For any such material we
use, we will ensure we have their copyright agreement, or it falls within 'fair use', or other
exception to copyright, or the Open Government Licence (OGL), or some other free use
category.

We will not knowingly use any online material, such as from social media accounts or online
galleries, which has been marked as 'NoAlI', 'NoImageAl', or similar.

We will take all reasonable steps to ensure that our use of Al does not have a negative impact
on the legal rights and/or liberties of individuals or groups and complies with the Data
Protection Act.

In particular, we will ensure that for any Al use of our data, the data is clean, complete,
compliant and we have appropriate consent, particularly the safeguarding of sensitive
personal information.



Cyber Security

Cyber security is critical for protecting our charity, especially as Al makes scams and attacks
more sophisticated. Criminals can now use Al to create convincing fake emails, websites, and
even deepfake videos to trick people into giving away sensitive information or money. Al can
also spread misinformation quickly, damaging trust and reputation. To keep our charity safe,
we will:

e Train staff and volunteers to spot phishing emails, fake websites, and suspicious
messages.

e Use strong passwords and enable multi-factor authentication wherever possible.

o Keep all software and systems updated and apply security patches promptly.

e Back up important data regularly and store it securely.

e Monitor for unusual activity and respond quickly to any suspected breach.

We will also make sure people know how to report concerns and will provide simple
guidance for those who may be more vulnerable online. For more details, see Charity
Excellence’s Cyber Security Guide.

Al Imagery

Our aim is to ensure that all imagery we use, including Al generated images/video,
reflects our values, protects people’s dignity, and complies with legal and ethical
standards. We have used the Charity Excellence Al Imagery Best Practice guide to
inform our use of imagery. In particular:

e We will respect copyright and permissions.

o That means we will not use images marked as ‘No AI’ or similar, and we
will only use content where we have the right to do so.

e When we use Al to create images, we will do so responsibly and transparently.

o Any Al-generated image will be clearly identified as such, and we will
check it carefully before use to make sure it is accurate, respectful and
suitable for our charity’s work.

e We will avoid uploading high resolution facial images and sensitive data, such as
personal information, in meta data that might place image subjects at increased
risk of deepfakes or scams.



https://www.charityexcellence.co.uk/charity-ai-cyber-security-for-charities/
https://www.charityexcellence.co.uk/charity-ai-cyber-security-for-charities/
https://www.charityexcellence.co.uk/charity-ai-imagery-best-practice/)
https://www.charityexcellence.co.uk/ai-deepfake-video-and-images/
https://www.charityexcellence.co.uk/ai-deepfake-video-and-images/

e We will avoid creating or sharing images that could misrepresent people, places
or events, and we will be culturally sensitive by taking extra care with sensitive
subjects such as disability, ethnicity or religion.

Al Checklist for Staff & Volunteers

e Learn to Use Al Effectively and Safely
o Get training or ask for help.
o Charity Excellence Learning - free online Al training for everyone, no expertise

need.
e Don’tuse ‘shadow AI’ — Al bots or apps your charity hasn’t approved.
o Al systems work and share data in different ways.
o Only use those your charity has approved to ensure you stay safe.
e  Write clear instructions (e.g., “Summarise this report in 5 bullet points”).


https://learning.charityexcellence.co.uk/

o Start simple, to ensure it’s clear on what you want.
o Start simple, correct any Al mistakes then build on that with follow on prompts.
Al can make mistakes, make things up and, sometimes, use inappropriate language.
o Review any content carefully.
o Check facts, tone and spelling before sharing with others.
Use Al as a helper, not a replacement.
o Al lacks insight, understanding of nuance and context.
o Bring your understanding of this and use Al intentionally and creatively
Don’t use it for sensitive, complex or professional content without checks.
o Do not use it for important or complex work, unless.
o You have the relevant expertise to check it.
Protect privacy
o Don’t put personal or confidential data into Al tools.
o Stick to public or non-sensitive information.
Think about ethics
o Ask: Is this fair, accurate, and respectful?
o Avoid outputs that could mislead or harm.
Check outputs for bias or discrimination.
o Al can reflect societal biases.
o And can be ‘tone deaf” because it doesn’t understand context.



